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FeatureFlex Security Code Update
to Improve Voice Mail Security

Security is the biggest concern in this network age. In addition to email, your voice mail also contains
valuable information to you and your business.

Now, Stratagy Voice Mail has increased security with a new FeatureFlex Security Code Update
application. The system will automatically prompt users for a new security code periodically to reduce the
chances of allowing stolen password to be used to hack into the voice mail system.

Overview

Security Code Update is a FeatureFlex application that prompts the user to change their mailbox security
code at a specified interval. The interval can be a number of days, weeks, months or years. For example, if
the administrator sets the interval to 3 days, the user will be prompted to enter the new security code every
3 days.

By forcing the user to frequently change the password, the voice mail system will be less vulnerable to
intrusion due to stolen passwords.

User Operations

Similar to all other FeatureFlex applications, the Security Code Application needs to be assigned to user’s
mailbox. Once it is assigned, the interval for security code change can be configured from eManager.

When the user accesses the voice mail after the specified period has passed since the security code was last
changed, the user will be prompted for a new security code after the user enters the current security code.
The user will need to enter the new password two times to make sure that the security code is properly
entered. The user will not be able to access the voice mail until they change the password.

As the default, the system will not allow the user to change the sequential password such as 1112 after
1111.

Please note that the user will be prompted only when they access the voice mail from the telephone. When
the user accesses other application that shares the same security code, the user will not be prompted. For
example, when the user activates FeatureFlex Call Monitor after the specified time, the user will not be
prompted for the new security code and the present security code is accepted.

It is user’s responsibility to change the security code of Unified Messaging and other applications that
automatically enters the security code. After the security code is changed, those applications may not work
properly until the same security code is used.
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Software

Software

Security Code Update software can be downloaded from FY1 under Software (Strata Sys.)->CIX
Application and Utilities.

Double click the executable file to install the Security Code Update application and administration
interface for eManager

Security Code Update requires Stratagy Enterprise Server software 5.0.6.3 or later on the Media
Application Server (MAS). It is supported by MAS, MicroMAS-H, and MicroMAS-D.

We recommend using the latest version of Strata CI1X eManager.

Ordering Information

The part number for the Security Code Update application license is LICMAS-FF-SUPD (one per system).

LIC-CIX-FF (Strata CIX license for FeatureFlex) is not required to run the Security Code Update
application.

Pricing
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The Security Code Update application provides great value at a very low price. The online Price Book on
FY1 has all the pricing information.

A new version of CIX Quote that includes the Security Code Update application will be released early next
month. Please contact the Toshiba Sales Application Desk for help in configuring FeatureFlex Security
Code Update applications until the new CIX Quote version becomes available.



FeatureFlex Application Interactions

FeatureFlex Application Interactions

The following table shows how the FeatureFlex Applications interact with other FeatureFlex Applications
and some CIX features.

Alarm Ca_ll One Simult_aneous Security
Clock Screen Call| Call Return| Monitor | Number | Hot Desk Ring Code
(Note 7) Access (Note 7) Update

Alarm Clock OK OK OK OK OK OK OK
Screen Call OK OK OK See Note 1 OK See Note 1 OK
Call Return OK OK OK OK OK OK OK
Call Monitor OK OK OK OK OK OK OK
One Number Access OK | See Note 1 OK OK OK See Note 1 OK
Hot Desk OK OK OK OK OK OK OK
Simultaneous Ring OK | See Note 1 OK OK See Note 1 OK OK
(Sseecgmtg‘;‘;e Update | o oK oK oK oK oK oK
Phantom DN No FeatureFlex features can be assigned to a Phantom DN. OK
Conference/Transfer OK | See Note 2 OK OK See Note 2 OK See Note 2 OK
Multiple Appearances OK OK OK See Note OK OK OK OK
All Call Forwarding OK | See Note 4. OK OK See Note 4| See Note 5| See Note 4 OK
Busy Forwarding OK | See Note 4. OK OK See Note 4 OK See Note 4 OK
Auto Attendant OK | See Note 6 | See Note 6 | See Note 6 See Note 6 OK See Note 6 OK

Notes

1. Call Screen and One Number Access (ONA) and Simultaneous Ring should not be assigned to the same
telephone. If a telephone has ONA registered, and one of its destinations has Screen Call registered, then
when a call is routed by ONA to that destination, the call simply rings the telephone instead of screening it.

2. If the caller has another call on hold, Screen Call and One Number Access will not operate. The caller is
sent to voice mail.

3. The monitoring call can be transferred by putting it on hold at one telephone and then retrieving it from
a secondary appearance at another phone. When this happens, the monitoring function cannot be controlled
by the telephone that retrieved the call. The only action available is to hang up.

4. If a call is forwarded to a telephone that has Call Screening, ONA, or Simultaneous Ring turned on, and
that telephone is itself forwarded to another phone, then the FeatureFlex feature will not turn on.

5. If a Hot Desk user does not login to a telephone, all calls will be routed to user’s mail box regardless of
Call Forwarding setting.

6. If a call is transferred from Auto Attendant, FeatureFlex feature is not activated.
7. MAS or MicroMAS-H is required, and MicroMAS-D is not supported.
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Set up FeatureFlex

Set up FeatureFlex

Step 1: Configure Stratagy ES System

Configure the Stratagy ES system for CTX Proprietary Integration per Chapter 10 of the Strata CIX
Voice Programming Manual Volume 2.

Step 2: Use eManager to Configure FeatureFlex

1 . Log i n to e M anager- From the Strata a3 oManager Version 4.00A25 {in roadrunner Server) - Micresoft Internet [xplorer
CIX/CTX Network panel, click the Select CIXCTX System

Default folder to expand the folder, &ox T
then click CIX_and_SES folder. The | = T
Device IP address box displays on the  |Remesmm - i s st —r—
right, then click Connect (shown "o 3~y o
right). E

e O e D

To e correction . GIGCTY, seoct d fors e o af e bl by cheing on s e o
con, then chok Connect

2. Click Advanced Configuration >

System > VM Parameters.

TOSHIBA Voice Muil Parameters

Strats Optimize Communication
3. Inthe sys_cahostname parameter, [Fe :
enter the IP address of the CIX ®_SCF Table s 3
(ShOWn right) Th|s te”s ": :::::: :::‘:!rm 2ys_asr_login_aliases user_log_in mailbox_log_in log_me_in access_maib
FeatureFlex the IP address of the ~[OrEFrmrmms | == e e v
@ 0% - svs_besin_tec_prormy 3 name in the
CIX system. BTN | o el
4. SCrOII down to ( :llllwnrd" - sys_oahostiams 159.119.127.151 e
. . . . i Ll sys_cancel_busy_hold FALSE v 3
sys_voicemail_pilot_number 10 Device - : P
- - p - == affect
parameter and assign the voice
mail pilot number. I
Set this value to the pilot number [ o S
of the voice mail hunt group. (" Ans Methods S mpm—
(® VM Voice Ports
. . @ VN Serial Porta sys_directory_min_digits 3
5' CIICk SmeIt' ::. VM Ma,m,“:n, sys_disoand_SMDI_source FALSE v
(® VM Port Statistic sy gate TRUE +
6. Restart Stratagy ES. o scagu i =
@ DI avs_fa_dl_init El v
§ VM Parameters 500002
(* Voice Menu Cancel

(® Tenant Data
(* Tenant Data Table

Step 3: License Requirement

1. Except for Security Code Update, a FeatureFlex license for CIX (LIC-CIX-FF) must be purchased.

2. Follow the procedures in MAS Licensing in Chapter 2 — eManager of the Strata CIX Voice
Programming Manual Volume 2.
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Set up FeatureFlex

Step 4: Program Strata CIX for FeatureFlex

1. Using eManager, click Advanced TOSHIBA Y0 Device
Configuration > System > 1/0O Device. M ebimsibtellt

Program 803 1/O Device screen displays e ==

+ Advanced Configuration|

(ShOWn at right), * System 803 SMDR SMDI CTI PORT ASSIGNMENTS
. ) ) *_Card Assignment ®logiol Devce e, [BECTIE =] O1Device Connestion LN =]
2. Click 10O Logical Device tab and set R | =
Program 803 1/0 Device. This screen is « S
used to assign SMDR and SMDI to e
logical device and BSIS port numbers. [ Spaent
First set the screen to: —
e FBO0O0 Logical Device No. — 208 CTI
#8.

¢ Device Port No. — set device to 11.
e FBO01Device Connection — LAN.

3. Click LAN Device tab and set Program 801 LAN Device. This screen assigns the LAN parameters for
the PC applications connected to the LCTU Network Jack through a LAN or Hub.

First set screen to:

* FBOO - Set LAN Port No. to the port number set in Program 803 for 208CT 1#8.
e FBO01 - Protocol = TCP

e FBO02 - PC Operation Type = Server

* FBO03 - Data Flow = Asynchronization

* FBO4 - Server Port Number = 1117
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Access FeatureFlex

Access FeatureFlex

Important! You must be connected to the Media Application Server (MAS) in order to see the
FeatureFlex menu option.

1. From the eManager Main screen, click Advanced Configuration > FeatureFlex.
2. Click Configuration and the FeatureFlex Configuration screen displays (shown below).
One Number Acoess

-
_
Fetam Call

S g ool to 8 ket of o ]
Stk Quote

E!l!!iE

EBERS

4 Fa

The first time you access this screen it is blank. As you assign the features to the phones using the Add

function (see “Add FeatureFlex Application to Phone” on page 7 ), the assigned features display on this
screen.

From this screen, you can see the list of existing Application(s) and the Extension and User Agent to
which each is assigned. By placing your cursor on the feature, a one-line description of the feature
displays.
Sorting the Screen
» Click on an up arrow (A) in the field and the column is sorted in ascending order

...or click on a down arrow (W) in the field and the column is sorted in descending order.
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Add FeatureFlex Application to Phone

Add FeatureFlex Application to Phone

1. From the FeatureFlex Configuration screen, click Add. The Add FeatureFlex Application screen
displays (shown below).

A - Web Page Dialog

Add FeatureFlex Application

Application Feature Hey ! Application No PropertyNValue

Selected Extension | User Agent
20 | i &

bl L

m ] T
m f 0

an Lo

m "

b L

m ¥ L v

2. Highlight the Application, Ext., and User Agent you want to assign to a phone. Highlighting an
application displays the description at the bottom of the screen.

Note If an Extension has had feature(s) assigned to it in the past, the eManager program remembers the
associated User Agent and automatically highlights it when you select the extension number in this
screen.

3. Click Add. Depending upon the feature you chose, additional pop-up boxes display.

Note The pop-up boxes are identical whether you are adding or editing a feature. See “Edit FeatureFlex
Application” for an example of the screen.

4. Fill in the requested information and click OK. The FeatureFlex Editor screen displays with the new
feature assignment displayed at the bottom of the list.

5. For any FeatureFlex feature(s) that require a key assignment, you must also set the key assignment
using eManager. Click Advanced Configuration > Station > Assignments, and set key assignments.

Delete FeatureFlex Application from Phone

Note This function only deletes the feature from the extension and is not the same as the Remove feature
described later.

1. Highlight the feature on the FeatureFlex Editor screen and click Delete. A pop-up box displays
requesting you confirm the deletion.

2. Click OK. The feature is deleted from the screen.
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Edit FeatureFlex Application

Edit FeatureFlex Application

1. From the FeatureFlex Editor screen, highlight the feature you want to edit.

2. Click Edit. The Edit pop-up screen displays (sample shown below). The Edit screen varies depending
upon the feature chosen.

3. Change the field(s) and click OK.

4. If you changed the FeatureFlex feature key assignment, you must set the key assignment for the Strata

CIX using eManager. Click Advanced Configuration > Station > Assignments, and set the key
assignment.

3 Edit FeatureFlex Application

i Feattun eFb Appbcation - B4 Featin s Keys and User Ager Pragertie

Application Adarm Clock

Ext 012
User Agent 012

Alarm Glack Hey m -~ S Mon Tun Ve Tra Fri Sal

iR

ALARM

a5
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Remove FeatureFlex Application

Remove FeatureFlex Application

This function removes the feature from the system. To delete a feature from an individual phone, use the

Delete feature instead.

Alow the wter b vt an by tat has 3 name, ind which signals .d
the phane

Hold calz i  quews whie my phone iz busy

Routes & call fo VM ater hours.

Allow the wzer et an s tat has  rame, and which signals

the phone

Sample blended featare

Siock Cuote deplays dock quoes on the user's LCD phone.

Allow the wter b vet an alam that haz a mame, and which sgrals

the phone

A

_ Remoe |

7294

1. From the eManager Main menu, click Advanced Configuration > FeatureFlex > Removal. The Remove
FeatureFlex screen displays (shown above).

2. Highlight a feature in the box and click Remove. A pop-up box asks you to confirm the removal.

3. Click OK. The feature is removed.

Important! When an Administrator removes a feature, no phones can use that feature if they already
subscribed to it, and no phones can have that feature added to their configurations. Once
removed, a feature can only be reinstated by restoring the files that comprise the feature.

FeatureFlex Security Code Update to Improve Voice Mail Security

9 of 11



Administrator Security Code Update Setup

Administrator Security Code Update Setup
Follow all the instructions and procedures for FeatureFlex prior to setting up Security Code update.

From the FeatureFlex Configuration screen, click Add. The Add FeatureFlex Application screen
displays (shown on page 7).

To change Security Code Patterns

1. Using eManager, click TOSHIBA Veoice Mail Parameters
AdvanCEd Conﬁgul’ation > ;-—c::; Optimize Communication
SyStem > \oice Mall . (@_Systam Spdial Tabi ey faxevertDomain &
Parameters. The Voice Mail (= _Day Nigh servics B 1
Parameters screen displays R ... B —
(ShOWﬂ rlght) ' sys fixed_len 2 4 :z;;:’::;u;:;?gesk
; T i e
2. Enter the appropriate value. See s f o 8 0
table beIOW sys_ficed len_§ 4 Default value is 020201
. . isys_fixed_len B 4
3. Click Submit. Y ;
sws fized_len_§ 5
(® VM Ans Methods =
(® VM Voice Ports st
(® VM Serial Ports sys_hot_desk_never_used_equipment_no | 020301
(®_VM Notifications sy _hub_pourt 2
(®_VM Port Statistic sys_language_table {americanEnglish {C:iStratagyESromptsienglish2 [
(® VM Scheduler [F—— v
(®_VM Languag e
il Baranatare sys_line_end 4
(®_Voice Menu s¥s_local_amis_node |
(® Tenant Data
(®_Tenant Data Table (o )
(% _Station
Field Definitions
Field Description
As a default repeat digits are not permitted for Security Code.
sys_fisac_repeat_allowed Example: 333333, 8888888, etc. are not permitted. However,
you can change or turn this rule off by setting the value in this
field to 1.
sys_ffsac_sequence_allowed As a default sequential digits are not permitted. Example:

123, 98765, etc. are not permitted. However, you can change
or turn this rule off by setting the value in this field to 1.

sys_ffsac_prohibited_list You can put all the prohibited numbers in this field. Example,
B B B the address number of head quarter or other common known
numbers, etc.

Every mailbox has a list of SACs used before; Users can’t
reuse them. The length of this list is defined in this field. The
default is 4.

sys_ffsac_recycle
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User Information — From the Telephone

» Create Security Code Update for Mailboxes

1.
2.
3.

Using eManager, click Advanced Configuration > Voice Mail > Mailbox.
Create mail boxes. If mailboxes are already created, proceed to the following steps.

Go to Advanced Configuration > FeatureFlex > Configuration. The Web Page Dialog box to add the
FeatureFlex application displays (shown below).

r 5
&] - Web Page Dialog
Add FeatureFlex Application
Application Feature Key / Application No PropertyValue

Alarm Clock Change Security Code 3
Call Moritor Every
One Number Access Day
Persoral Call Handler :}'99{;

on
Fetum Call vear
Sereen Call
Security Code Update
Siruttaneous Ring

< (2]

Security Code Update
To ask user fo change password perfodically

Selected Extension / User Agent

a0 [ a0 o] 04 20

a0 ] a0 ]
n | 0 1 o=
a0 a0

E
s a5

205 205
w | w
28 [ 6 [

Highlight Security Code Update.

Enter an appropriate value in the Property/Value box — “Change Security Code Every” field. Example:
If you enter 5 as the value and select day. The user will be prompted by the voice mail system to enter a
new security code every five days.

Select the Extension > User Agent, then click Add.
Click Assign to save your edits.

User Information — From the Telephone

» Changing your Security Code

1.

2.
3.
4

Log into your voice mail.
The voice mail prompts you to enter a new password.
System prompts, “For verification, please reenter you Security Code.”

Enter the exact code you entered the first time. The System will compare you passcodes. If it is correct,
it prompts “Security Code changed.”

The Voice mail system will then run through the User mode main menu.
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